
Abstract: This research is dedicated to a comprehensive examination of DNA-based data storage systems, 

emphasizing the fundamental principles of DNA computing and its applications for long-term data archival. 

The primary objective is to critically assess the capabilities and limitations of DNA in meeting the 

exponential demand for robust and sustainable data storage solutions. Employing an in-depth iterative 

exploration, the research delves into recent breakthroughs in synthetic biology tools and unconventional 

computing functional methodologies in line with artificial intelligence (AI) technicality features, particularly 

emphasizing the transformative machine intelligence impact of the interdisciplinary collaborations within 

biomedical engineering and AI application domains. The findings illuminate the promise of DNA data 

storage as a viable solution for addressing the escalating data storage demands of the digital era, shedding 

light on its efficiency and integration of AI, scalability, and transformative potential. Ultimately, this research 

contributes to the development of efficient and scalable DNA data storage technologies, the role of AI and 

machine intelligence integration highlighting their immense significance in the ever-evolving landscape of 

data management towards the future and beyond.   

Keywords: Artificial Intelligence (AI), Biomedical Engineering (BME), Deep Learning (DL), DNA Data 
Storage, Machine Learning (ML), synthetic biology tools, unconventional computing. 

1. Introduction

In the digital age, the incessant surge in data generation has precipitated an urgent demand for 

innovative and sustainable data storage solutions that transcend the limitations of traditional electronic 

mediums. Amidst this burgeoning landscape of data management, the convergence of biological systems 

and computational science has sparked a renaissance in the exploration of many unconventional computing 

paradigms, notably the transformative potential of DNA data storage [1–3]. In harnessing the intrinsic 

information encoding capabilities of DNA molecules, contemporary research endeavors have embarked on a 

quest to unlock the promises and possibilities of leveraging biological substrates for long-term data archival 

and retrieval. The exponential growth of data-driven technologies, ranging from AI, cloud computing 

infrastructures to IoT ecosystems, has accentuated the need for data storage solutions that offer 

unparalleled durability, compactness, and longevity. In response to this pressing demand, the fusion of 

synthetic biology tools, unconventional computing methodologies, and DNA-based information storage 

systems has engendered a paradigm shift in the realm of data storage technology.  
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AI technology for EHR implementations has a great future scope of boom in terms of medical healthcare 

informatics and will be explored in the years to come. AI infusions with medical informatics in terms of 

technical computing pipelined with biomedical engineering (BME) has a wide array of domains and areas 

where AI will play an impacting factor. Both perspectives in terms of bioinformatics and biocomputing 

accelerations will be developed with machine intelligence integrations in the near years to come. In that 

retrospective, data computing, data management and especially storage functionality and digital 

perseverations of information will become a pivotal factor to tackle and where this research investigative 

exploration sheds light on for the future directions on that pathway. By imbuing DNA molecules with the 

ability to encode and store vast amounts of digital information, researchers and practitioners have 

embarked on a pioneering journey to explore the frontiers of DNA data storage, with the vision of 

revolutionizing the landscape of digital information preservation and management [4–6].  

In this context, this investigative analysis delves into the multifaceted dimensions of DNA data storage, 

unraveling the intricacies of its advancements, challenges, and future directions. By amalgamating insights 

from interdisciplinary research domains, this exploration endeavors to illuminate the transformative 

impact of DNA data storage on the evolution of data storage technologies, thereby offering a comprehensive 

understanding of its potential as a sustainable and robust archival solution in the digital era. Through an 

in-depth examination of the current state-of-the-art techniques, theoretical frameworks, and technological 

innovations, this research aims to elucidate the opportunities and constraints associated with DNA data 

storage, paving the way for a comprehensive roadmap towards its practical integration within the broader 

landscape of data management infrastructures. DNA, as a data storage medium, demonstrates superior 

efficiency and longevity compared to traditional digital methods. Its benefits include better compression, 

higher physical density, increased stability, and lower energetic costs [7–9]. The integration of metadata 

within the DNA sequence is essential to ensure efficient data retrieval and management, thereby facilitating 

long-term accessibility and utilization. Moreover, the imperative of prioritizing bio cybersecurity measures 

cannot be overstated, as the potential risks associated with synthetic DNA-encoded malware pose a 

significant threat to data integrity and security during DNA sequence analysis. Implementing robust 

security protocols is crucial to safeguard the integrity and privacy of stored data and prevent unauthorized 

access or malicious tampering. Standardizing the coding and decoding processes is imperative to facilitate 

seamless data retrieval and interpretation, minimizing the risk of errors that could lead to data loss. 

Ensuring the reliability of protocols for handling DNA samples is paramount to maintaining the integrity 

and longevity of stored information [10–12]. Furthermore, the inclusion of specific identifying features 

within the DNA structure serves as a crucial mechanism for future recognition and interpretation of DNA 

data storage. Integrating markers or sequences that distinguish synthetic DNA from biological entities aids 

in preserving the accessibility and interpretability of stored data for future generations, even in the absence 

of explicit knowledge about DNA data storage techniques. While DNA presents immense potential as an 

intelligent data storage medium, several challenges related towards scalability, standardization, metadata 

integration, bio cybersecurity, and the requirement for specialized tools must be addressed to facilitate its 

widespread implementation. Collaboration among interdisciplinary experts, coupled with a 

forward-thinking approach, is essential to unlock the full potential of DNA data storage, promising 

substantial benefits such as low energy costs, high-density storage, and long-term stability. 

2. Methodology  

For this investigative analysis, a meticulous investigation and synthesis of a broad array of background 

research information were conducted, encompassing influential research studies, scholarly articles, and 

technical reports relevant to DNA data storage, synthetic biology, and unconventional computing.  
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This extensive analysis process not only established a comprehensive understanding of the current 

landscape but also facilitated the synthesis of a nuanced knowledge base crucial for the investigative 

analysis. In conjunction with the available knowledge review, a systematic collection and analysis of 

primary data were undertaken. This involved the meticulous aggregation of empirical data and case studies 

focusing on the implementation of DNA data storage systems across various experimental contexts.  

Employing both qualitative and quantitative methodologies, the analysis aimed to discern prominent 

trends, patterns, and challenges inherent in DNA data storage technologies, thus contributing to a 

comprehensive and insightful assessment. Moreover, insights data from various types of interviews and 

consultations with leading experts in molecular biology, computational genomics, and synthetic biology 

were gathered and retrieved. These discussions provided invaluable perspectives on the feasibility, 

scalability, and ethical implications of integrating DNA-based storage solutions within the broader spectrum 

of data storage technology.  

The input from these esteemed professionals significantly enriched the analytical framework and 

facilitated a more holistic understanding of the subject matter. In order to provide a comprehensive 

evaluation, a comparative analysis framework was employed, compared to the efficacy and efficiency of 

DNA data storage systems with conventional electronic storage methods. Multiple case studies 

investigations were examined to assess the performance, data retrieval speed, and long-term stability of 

DNA-based storage architectures across diverse environmental conditions.  

This comparative approach enabled a thorough assessment of the advantages and limitations of DNA data 

storage, thus contributing to a complexify understanding of its potential as a viable data archival solution. 

Lastly, drawing upon the insights gleaned from the information retrieval, data analysis, expert consultations, 

and comparative studies, a comprehensive roadmap was devised. This roadmap outlined key research 

priorities, technological advancements, and interdisciplinary collaborations necessary to address existing 

challenges and expedite the practical integration of DNA data storage within mainstream data management 

infrastructures. This forward-looking approach aimed to chart a clear path for the future development and 

implementation of DNA data storage technologies. 

3. Background Research and Available Knowledge 

The concept of DNA digital data storage involves encoding and decoding binary data into synthesized 

DNA strands. While DNA demonstrates high storage density, its practical application is limited due to cost 

constraints and slow read and write times [1–5]. Various methods for encoding data in DNA are actually 

possible, including encoding text through translation of letters into corresponding "codons" and encoding 

arbitrary data by converting it into ternary data [6–8]. The incorporation of error correction mechanisms 

and its associated protective measures is vital for ensuring the accuracy and integrity of the stored data.  

The use of DNA for digital data storage has a rich history, dating back to early conceptualization by 

scientists in the timeline years of the 1950s and 1960s. Notable milestones include the encoding of images 

and entire books into DNA, as well as the development of error-correcting coding schemes to enhance data 

retention accuracy [9–11]. Recent advancements in the wide array of diverse domains have showcased the 

development of more sophisticated and especially complex level of the encoding methods and automated 

systems for data retrieval and decoding. Additionally, the integration of DNA storage in live organisms 

through synthetic biology and CRISPR gene editing presents a novel avenue for further exploration [12, 13].  

The exploration of in vivo direct DNA data recording systems, leveraging optogenetically regulated 

recombinases and engineered "molecular recorders," represents a groundbreaking approach in terms of 

DNA data storage [14–16].  

The methodology's ability to encode light-based stimuli into DNA and perform data processing 
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operations within biological systems underscores the versatility and potential applications of DNA digital 

data storage [17, 18]. The concept of the "DNA of Things" (DoT) introduces a paradigm shift by embedding 

digital data into physical objects, enabling the independent storage of information off the grid [19, 20]. 

These advancements collectively highlight the evolving landscape of DNA digital data storage and its 

potential for revolutionizing data storage and archiving methodologies across various fields, paving the way 

for the development of more efficient and sustainable data storage solutions in the near future. 

4. Biomimetic Systems and Genetic Code as an Intelligent Data Storage 

The potential of biomimetic systems and the genetic code as a means of intelligent data storage is 

becoming increasingly apparent. Inspired by the robustness and efficiency of DNA, researchers have been 

exploring ways to leverage its unique properties for digital information storage. Unlike traditional binary 

systems, DNA offers greater capacity and density due to its four-state representation and 3D storage 

potential. With 3.2 billion base pairs in the human genome alone, the data density of DNA far exceeds that of 

contemporary hard disks. Furthermore, the stability and longevity of DNA make it an attractive option for 

long-term data preservation, with the capability to survive for hundreds of thousands of years under 

suitable storage conditions. This characteristic, along with the relatively low energy costs associated with 

DNA storage, presents a compelling case for its integration into data storage technologies. Current 

advancements in DNA data storage involve a comprehensive five-step process, including encoding, writing, 

storing, reading, and decoding. Each step is carefully designed to address the challenges posed by the 

unique properties of DNA, such as avoiding specific sequences, maintaining GC content, and preventing 

errors that can occur during synthesis and sequencing. Various techniques for encoding and decoding data 

onto DNA have been proposed, ranging from direct mapping to more complex algorithms that maximize the 

use of DNA's storage potential. Additionally, the storage of DNA can be achieved in vitro, in devices, or even 

within living organisms. While in vitro storage methods require controlled environmental conditions which 

are required to prevent DNA degradation, in vivo storage within microorganisms offers scalability and 

self-repair capabilities. 

Despite significant progress, challenges remain, such as the need for improved synthesis throughput and 

sequencing speeds to make DNA data storage more feasible for practical applications. Nevertheless, ongoing 

research and advancements in DNA synthesis and sequencing technologies continue to drive the 

development of DNA data storage towards becoming a viable solution for long-term data preservation. To 

provide an idea Fig. 1 illustrates a representation of the recent trends in biotechnology. For the widespread 

use of DNA data storage in the future, several critical aspects must be standardized. It is vital to ensure that 

metadata associated with the stored data is contained within the DNA itself, allowing for autonomous 

retrieval of the information. By incorporating necessary information, such as the encoding method and 

access protocols, directly into the DNA sequence, the risk of data loss due to the unavailability of external 

resources can be minimized. However, such an approach raises concerns regarding bio cybersecurity 

breaches, necessitating the implementation of robust security measures within the DNA data storage 

pipeline. In the medium term, as various companies introduce their unique coding and decoding algorithms, 

establishing a standardized approach to retrieve data stored over decades is imperative. While competition 

among tech giants may foster innovation, a unified retrieval mechanism will ensure continued access to 

data, even as companies evolve and technologies change. To safeguard the accessibility of data stored over 

centuries, it is essential to standardize every step of the DNA data storage process, including coding, 

decoding, sample handling, library preparation, and sequencing. Creating a consistent methodology for data 

retrieval can prevent potential loss or misinterpretation of information due to technological discrepancies.  

Looking into the distant future, when our contemporary society's knowledge might be lost or distant 
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from the current era, it becomes crucial to establish methods for identifying non-biological data stored in 

DNA. Integrating specific sequences or rare isotopes into the DNA can serve as a distinguishing watermark, 

clearly indicating the synthetic nature of the stored data. Implementing such measures will ensure that 

future societies can recognize and access the valuable information encoded within the DNA, even if they 

lack the knowledge of the contemporary technological processes.  

 

 
Fig. 1. A visual representation of recent trends in biotechnology.  

5. Unlocking the Power of DNA, Data Storage Revolutionization Advantages and 
Challenges 

The concept of DNA data storage was initially proposed by scientists in the 1990s, and it saw its first 

practical demonstration in 2012 by a team of researchers at the European Bioinformatics Institute led by 

Nick Goldman. This groundbreaking experiment involved encoding a large text file into DNA sequences, 

synthesizing the DNA, and successfully retrieving the original data with high accuracy. This pivotal 

achievement has since catalyzed rapid growth in the field of DNA data storage, with numerous groups and 

companies now actively pursuing more efficient and cost-effective methods for utilizing DNA as a storage 

medium.  

DNA data storage has emerged as a response to the growing demand for secure, dense, and long-term 

data storage solutions. DNA, known for its role in carrying genetic information, possesses key 

characteristics that make it an ideal candidate for data storage, including its high density, long-term stability, 

and built-in error correction mechanisms. The process of storing data in DNA involves converting digital 

data into DNA sequences comprised of the four chemical building blocks of DNA, and these sequences can 

then be synthesized and stored for later retrieval. One of the primary advantages of DNA data storage is its 

exceptionally high storage density, with a theoretical capacity of up to 1 exabyte per gram, surpassing that 

of traditional data storage media. DNA's long-term stability has been demonstrated through its ability to 

persist for thousands of years if properly preserved, making it an ideal option for archival storage purposes, 

especially for scientific data and historical records. Despite these advantages, there remain several technical 

challenges associated with DNA data storage.  

The cost and complexity of DNA synthesis and sequencing have traditionally been significant obstacles, 

but recent advancements in these technologies have rendered DNA data storage increasingly feasible and 

cost-effective. Furthermore, error correction poses a notable challenge in DNA data storage, prompting the 
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development of specialized algorithms and techniques to ensure data accuracy, including redundancy 

strategies and error correction algorithms that mitigate the risks associated with sequencing errors. 

6. Artificial Intelligence (AI) Integration within DNA Data Storage: A Groundbreaking 
Development under progress 

The integration of artificial intelligence (AI) in the field of DNA data storage holds significant promise for 

advancing the capabilities and efficiency of this technology. AI's contributions encompass various key areas, 

including optimizing DNA sequences for data storage, enhancing error correction mechanisms during DNA 

sequencing and data retrieval, streamlining the DNA synthesis process, and facilitating data compression 

prior to encoding into DNA sequences. AI algorithms can help optimize the encoding of binary data into 

DNA sequences, taking into account critical factors like data density, error correction, and sequencing 

efficiency. Moreover, they can improve the accuracy of error correction methods employed during DNA 

sequencing, thereby enhancing the reliability and precision of the data retrieval process. Additionally, AI can 

streamline the DNA synthesis process by optimizing synthesis conditions, ultimately reducing the 

associated costs and time required for DNA synthesis. Furthermore, AI-driven data compression techniques 

can effectively minimize the amount of DNA needed to store data, thereby making DNA data storage more 

practical and accessible for a broader range of applications. As AI technology continues to evolve, its 

increasing role in the advancement of DNA data storage is expected to significantly contribute to the 

development of more efficient and cost-effective solutions in this rapidly evolving field. In a groundbreaking 

development, a research team led by Associate Professor Poh Chueh Loo from the National University of 

Singapore (NUS) has pioneered a revolutionary 'biological camera' that utilizes living cells and their 

inherent biological mechanisms to encode and store data. This innovative approach, recently published in 

Nature Communications, introduces a novel model for data storage, resembling a digital camera, and has 

the potential to significantly impact the data storage industry. By leveraging DNA's exceptional storage 

capacity, stability, and durability, the team's 'BacCam' system offers a promising solution to the 

ever-growing data overload problem, marking a significant milestone in the integration of biological 

systems with digital technologies. 

The world's escalating data generation has sparked a quest for an alternative storage solution that 

transcends traditional methods and addresses the environmental impact of resource-intensive data centers. 

Acknowledging DNA's unparalleled data storage capabilities, the team highlights its ability to store vast 

amounts of information, underlining that a single gram of DNA can hold over 215,000 terabytes of data. 

Overcoming the limitations of existing DNA storage research, which primarily involves synthesizing DNA 

strands outside of cells, the team's 'BacCam' system utilizes live cells as a 'data bank,' eliminating the need 

for external DNA synthesis and offering a more accessible and scalable approach. The 'BacCam' system 

operates by employing optogenetics to imprint light signals onto DNA within cells, akin to capturing images 

on photographic film. The researchers utilize barcoding techniques and machine-learning algorithms to 

organize and reconstruct the stored images, mimicking the functionality of a digital camera's data capture, 

storage, and retrieval processes. Notably, the system demonstrates the ability to capture and store multiple 

images simultaneously using different light colors, representing a significant advancement in the field of 

DNA data storage. Associate Prof. Poh's team envisions their pioneering work as a stepping stone toward 

further innovation in the realms of recording and storing information, emphasizing the integration of 

biological and digital systems as a key avenue for future exploration and development. 

7. DNA Tagging Technology, Available Market Solutions with Horizon Expansion and 
Possibilities 

The development of DNA-tagging technology presents a promising approach to addressing the limitations 
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of conventional tagging systems. While various existing technologies like UPC barcoding and RFID have 

their advantages, they are often unsuitable for small, flexible, or hidden objects. Leveraging DNA's high 

storage capacity and stability, DNA tagging offers a potentially massive storage medium that can withstand 

the test of time.  

The key to successful DNA tagging lies in the design process, encompassing crucial decisions such as the 

type and size of information, coding methods, storage techniques, and data extraction processes. Although 

the concept of DNA tagging has been in development since the 1980s, the technology has encountered 

challenges, particularly regarding the instability of nucleic acids due to environmental factors. Protecting 

DNA from degradation agents remains a primary concern, prompting the use of protective materials like 

silica, polymers, and gels.  

Decoding the DNA tag is another obstacle that researchers are addressing through various methods, 

including PCR, smartphone-based assays, and CRISPR-based readout techniques such as SHERLOCK. The 

use of portable DNA sequencing technologies, like SmidgION developed by Oxford Nanopore Technologies, 

shows promise in overcoming some of the existing obstacles. The procedure for DNA-based tagging involves 

applying DNA to physical objects, which can be integrated into the object's structure or labeled for 

identification. Extracting the DNA and reading the tag involves processes such as DNA amplification and 

sequencing, culminating in the decoding and transformation of the sequence into valuable information. 

Despite the challenges, ongoing advancements in this field highlight the potential of DNA tagging 

technology in revolutionizing the tagging and tracking of various physical items. The development of 

DNA-tagging systems has expanded significantly within the recent years, offering innovative solutions for 

the secure identification and authentication of various tangible objects. One such system, Porcupine, 

developed in collaboration between the University of Washington and Microsoft, utilizes portable 

end-to-end molecular tagging technology, incorporating highly separable nanopore signals for efficient 

readout processes.  

Various other research and commercial enterprises have also contributed to this field, introducing a 

range of DNA-tagging technologies for diverse applications. These technologies encompass an array of 

methodologies, including DNA ink, DNA-enclosed silica capsules, and adhesive DNA markings, each 

designed to provide unique advantages for specific industries and market segments.  

Companies such as SigNature DNA, Haelixa, and SelectaDNA have implemented DNA tagging into various 

marking systems, including RFID devices, labels, and serial numbers, with applications in product 

authentication and anti-counterfeiting measures. Some companies, like Holoptica and DNA Technologies, 

have integrated synthetic DNA tags into inks for brand protection and art authentication, utilizing unique 

photoluminescent properties for enhanced security measures.  

Despite the potential benefits of DNA-tagging technologies, challenges persist, such as limitations in 

scalability due to the requirement for laboratory analysis and the potential for false positives or 

contamination. Additionally, concerns over the vulnerability of these tags to next-generation sequencing 

methods underscore the need for ongoing research and development in this rapidly evolving field. 

Nonetheless, the expansion of these technologies demonstrates their potential to revolutionize security 

measures across a wide range of industries and applications. To provide a better understanding concerning 

the perspective Fig. 2 provides a visual representation relating to the matter. The future of DNA-tagging 

technology appears promising, with its potential applications extending across various industries and 

fields.  

While this technology is still relatively underutilized compared to more conventional tagging methods, 

advancements in DNA synthesis and encoding technologies are anticipated to make it more practical and 

accessible for a broader range of applications.  
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Table 1. An illustrative visual representation of all the data materials  

Company name, 
country of origin 
and launch date 

Main features of the technology Selected markets References 

Applied DNA 
Sciences, United 

States, 1983 

Botanical DNA fragments, 
detection by PCR and CE, an 

encapsulation system 

Product authentication, supply chain traceability, 
brand protection, anti-counterfeiting, textiles, 

pharmaceuticals, etc. 
[21–26] 

Haelixa, Switzerland, 
2016 

Synthetic DNA tags, detection by 
PCR, DNA enclosed in silica 

Product authentication, supply chain traceability, 
intellectual property protection, etc. 

[26–30] 

Selectamark Security 
Systems 

(SelectaDNA), United 
Kingdom, 1986 

Laboratory analysis of DNA for 
owner identification if microdots 

are absent (DNA serves as an 
alternative authentication 

solution) 

Asset protection and recovery, securing 
high-value items, art and jewelry authentication, 

IT equipment and vehicle security, forensic 
applications, theft prevention and deterrence, etc. 

[31–33] 

TraceTag 
(CypherMark), United 

Kingdom / Norway, 
2001 

Synthetic DNA with unique 
primers, authorized access to 

primer sequences, detection using 
qPCR 

Brand safeguarding, industrial applications, cash 
security, security of documentation, oil and fuel 

tracking, anti-counterfeiting measures, etc. 
[34–36] 

Holoptica, United 
States, 2012 

Synthetics DNA tags (100 
nucleotides), integration with 

inkjet cartridges 

Artwork, documents and assets protection, 
verifying product authenticity, food tracking, etc. 

[37–39] 

DNA Technology, 
United States, 1993 

DNA-laced ink, combination of 
DNA synthetic segments and 

optical taggants 

Memorabilia and collectibles, limited edition 
artwork, pharmaceuticals, apparel and luxury 

goods, health and beauty industry, etc. 
[40, 41] 

Tagsmart, United 
Kingdom, 2015 

Synthetic DNA tags, secure 
Certificate of Authenticity 

Artwork, securing collectibles, verifying paper 
documents, book manufacturing, etc. 

[42, 43] 

DNA Guardian, 
Australia, 2007 

UV-detectable stain, detection 
using pyrosequencing 

Asset marking, crime prevention, artwork 
protection, theft deterrence, etc. 

[44, 45] 

Aanika Biosciences, 
United States, 2018 

Genetically modified Bacillus 
subtilis as an encapsulation system 

for DNA tag 
Agriculture and food production, textiles, etc. [46–48] 

 

Notably, improvements in sequencing technologies, such as the development of portable sequencers, are 

expected to facilitate the integration of DNA tagging into everyday practices without the need for 

specialized laboratory environments. The potential applications of DNA tagging are diverse, ranging from 

the authentication of high-value art and pharmaceutical products to the monitoring of weaponry and the 

tracing of valuable minerals like diamonds. The technology shows promise in addressing challenges related 

to data security and encryption, potentially offering solutions for secure data storage and communication in 

sensitive sectors like defense and healthcare [49, 50]. By combining the characteristics of DNA with existing 

cryptographic techniques, DNA tagging has the potential to provide enhanced security in various 

applications [51, 52].  

The concept of DNA tagging is also proposed to extend into the realm of the metaverse, linking physical 

objects to their digital representations and enabling the establishment of unique identifiers for tangible 

objects, similar to nonfungible tokens (NFTs). Moreover, the technology may find applications in forensic 

science, animal tracking, and industrial process management, showcasing its versatility and potential 

across different domains. The interdisciplinary nature of DNA tagging necessitates collaboration among 

experts from various fields, emphasizing the need for continued research and development to address 

existing challenges and further expand the technology's potential applications. With ongoing advancements 
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and increased adoption, DNA tagging has the potential to revolutionize security measures and 

authentication processes across industries and sectors. The integration of DNA into physical objects 

through tagging processes introduces a plethora of potential applications, encapsulated within the concept 

of the "DNA-of-things." This novel approach holds the promise of providing unique identification features 

akin to living organisms, potentially linking the DNA polymer utilized with the individual or organization 

possessing the object, such as artworks and inventions.  

Moreover, the use of DNA tagging presents an opportunity to bridge the gap between the virtual and 

physical realms, facilitating the validation of connections between tangible items and their digital 

counterparts, thereby potentially enhancing the verification process for nonfungible tokens (NFTs) 

associated with physical objects. The versatility of DNA tagging extends to the realm of forensic science, 

where it can be employed to combat criminal activities by enabling the tagging of items with DNA sprays, 

offering an advantageous tool to track and identify criminals. Additionally, the technology can be leveraged 

for animal tagging without the need for intrusive tracking devices, ensuring minimal disruption to natural 

animal behavior. The combination of DNA tagging capabilities with data storage potential and robust 

cryptographic techniques opens the door to its application in military and intelligence operations, serving 

as a formidable deterrent to emerging threats posed by quantum computers, which could render current 

encryption methods obsolete.  

In the context of cybersecurity, the use of DNA labeling can serve as a potent defense mechanism against 

potential threats, with the integration of encryption methodologies enabling the linkage of user genetic 

material, thereby creating a highly challenging obstacle for unauthorized access.  

DNA tagging holds significant promise in enhancing the safety and security of food and pharmaceutical 

production, making it exceedingly difficult or nearly impossible to counterfeit products, especially in light of 

the alarming rise in counterfeit medication distribution globally. As underscored by the World Health 

Organization (WHO), the counterfeit drug market's expansion has had severe consequences, leading to a 

notable increase in counterfeit-related deaths and exacerbating public health challenges, especially the 

cases during the ongoing of the COVID-19 pandemic timeline. 

 
Fig. 2. The DNA tagging technology retrospective.  

 

8. Results and Findings 

The field of DNA data storage holds the promise of achieving high-density digital information storage, but 

it currently faces challenges that hinder its competitiveness against conventional storage technologies. 
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Notably, the limitations in writing speed and cost remain significant obstacles, with the current record for 

DNA digital data storage at approximately 200 MB, and single synthesis runs taking around 24 hours. 

Despite these challenges, efforts are underway to address the constraints through advancements in 

encoding schemes, writing and reading processes, and storage procedures. Emerging chemical and 

enzymatic processes are driving down the costs and time associated with writing DNA-based information, 

thereby reducing barriers for both sequence-based and structure-based storage approaches. To improve 

data readout, advancements in DNA sequencing techniques are crucial, with the potential for new 

chemistries, such as unnatural nucleotides and molecules modulating DNA structure, expanding the 

parameter space for both sequence- and structure-based DNA data storage. Additionally, the integration of 

solid-state nanopores and optical techniques in readout processes is expected to enhance accuracy and 

speed without relying on enzymes. The utilization of DNA nanotechnology in assembly procedures and the 

application of computational methods offer avenues for further development and deployment of DNA data 

storage systems. Archival storage is predicted to be a significant application for DNA data storage, 

leveraging the long-term stability of DNA under appropriate storage conditions. Despite the established 

stability of DNA, further research is required to evaluate the longevity of noncovalently assembled DNA 

nanostructures and their readability after prolonged periods. The implementation of dynamic properties 

within DNA databases, allowing for operations such as data erasure, rewriting, and updates, could enhance 

the practical viability of DNA-based storage systems, presenting an opportunity for improved efficiency and 

cost-effectiveness. A concerted multidisciplinary effort is essential to propel the field of DNA data storage 

forward, with collaboration among researchers from diverse areas necessary to develop advanced chemical 

techniques, instrumentation, characterization methods, and automated analysis tools. A holistic bottom-up 

approach is crucial for designing the entire process, from data encoding to decoding, underscoring the need 

for collaborative efforts across various scientific disciplines, including mathematics and polymer chemistry. 

To provide a visual representation of the matter Fig. 3 and Fig. 4 provides an overview concerning the 

perspective. 

 

 
Fig. 3. An Overview of the findings concerning the research investigation.  
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Fig. 4. An overview of the possible integrations of DNA Data Storage with AI and machine learning.  

 

There are various company and organizations who over the years have been working and developing and 

are currently providing various types of features and technical computing functionalities for the selected 

typesets within terms of many specific markets. This research has been resourced and have been retrieved 

from various types of domains, distributions, packages and platform of data and their availability of the 

materials, some of which are not all publicly available due to containing many types of private information 

within them but the data which can be designed and developed, publicly available are mentioned and 

referenced accordingly within Table 1 for further clarification.  

To be more precise on the matter, the original imaging and the various types of data some of which are 

not all publicly available, because they contain private information. The types of provided data that support 

the research results with its associated findings and information of the research investigations explored are 

also referenced where appropriate.  

9. Discussions and Future Directions 

The potential of DNA data storage is gaining traction, evident in recent market initiatives like the 

collaboration between Netflix and Twist Bioscience that encoded the Biohackers series into DNA. The 

technology's applicability is currently focused on cold and glacial storage, with its use in warm or hot 

storage facing challenges in writing, reading, and decoding data. However, advancements in writing 

platforms are anticipated, with expectations of achieving massive parallel DNA synthesis of gigabytes in a 

single chip in the coming years and terabytes within the next decade. The remarkable capacity of DNA data 

storage to hold vast amounts of information in a minuscule space and its exceptional stability, facilitating 

retrieval at significantly faster rates than traditional storage mediums, underscore its potential.  

Despite these promising prospects, substantial breakthroughs are required, particularly in enhancing the 

speed and length of synthetic DNA writing. Furthermore, for the technology to be more widely adopted in 

hot storage applications, efficient means of locating specific files and the reusability of reagents and 

nucleotides in the writing process must be addressed. While the current hurdle lies primarily in the writing 

speed, enzymatic synthesis holds promise for addressing this challenge by enabling faster and longer data 
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strand writing. Perhaps in the years to come hopefully this will be accelerated into a much better scope of 

both from a funding standpoint and a research integration for various types of the device peripherals in 

terms of medical equipment’s and technical computing.   

At the same time, while cost remains a concern, the increasing adoption of the technology is expected to 

render it more affordable, especially considering the benefits of energy-efficient storage systems compared 

to conventional data servers. Notably, various companies are actively involved in different aspects of the 

DNA data storage pipeline, from CODEC development to synthesis and sequencing. This concerted effort is 

expected to pave the way for widespread access to the technology within the next decade, enabling the 

general public and businesses to store various types of binary data into DNA, potentially ensuring its 

preservation indefinitely.  

In the dynamic landscape of data storage, the emergence of DNA data storage stands out as a promising 

solution to address the persistent challenges faced by traditional methods. These regulatory directions need 

to be mapped towards into the technical underpinnings, advantages, potential applications, challenges, and 

future prospects of DNA data storage. 

Researchers and investors are presented with a visionary solution in DNA technology for the future of 

data storage, spanning applications in archiving, research, finance, and technology sectors. While 

enthusiasm for DNA data storage is warranted, a pragmatic approach is essential, considering both its 

potential and ongoing research. Strategic investment in this technology offers future-proof capabilities, 

surpassing current electronic and magnetic storage limitations.  

The stability and longevity demonstrated by DNA make it a prudent choice for organizations seeking 

lasting data storage solutions. Incorporating DNA data storage diversifies an organization's data 

management strategy, mitigating risks associated with conventional technologies. This forward-thinking 

approach positions organizations as leaders in technological innovation, at the forefront of the convergence 

between biotechnology and information technology. Early adopters gain a competitive edge, setting 

industry standards in efficiency and technological prowess. The wide-ranging applications of DNA data 

storage make it invaluable across sectors.  

From preserving historical records to managing vast research data, it offers unparalleled security and 

stability for finance and technology sectors. Investing in this technology acts as a catalyst for collaborative 

innovations, fostering partnerships between biotechnologists, data scientists, and IT professionals. Beyond 

its technological benefits, DNA data storage addresses environmental concerns, aligning with the increasing 

focus on sustainability and corporate responsibility. As organizations seek green technologies to reduce 

their carbon footprint, DNA data storage provides a sustainable solution.  

However, the implementations must balance enthusiasm with pragmatic considerations. Current 

challenges, including high costs, slower access speeds, and technical complexities, require careful planning. 

A phased investment approach, starting with pilot projects and research initiatives, allows organizations to 

understand and leverage DNA data storage effectively. DNA data storage technology represents a strategic 

move towards innovative, sustainable data management. Positioned at the cutting edge of data-driven 

advancements, organizations adopting this technology are prepared to leverage its immense potential as it 

evolves into a pivotal solution for managing the ever-growing digital landscape. 

10. Conclusions  

DNA data storage represents a promising technology offering secure, dense, and long-term data storage 

solutions. Despite existing technical and cost-related challenges, the potential advantages of DNA data 

storage have led to intensive research and development efforts in this field. As the technology continues to 

advance, it is expected to become increasingly feasible and cost-effective, potentially addressing the 
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growing demand for secure and long-term data storage in the future. The amount of data that can be stored 

in DNA is determined by various factors, including the size of the DNA sequences, the encoding method 

used, and the accuracy of the sequencing and data retrieval processes.  

While the theoretical storage capacity of DNA is exceptionally high, reaching up to 1 exabyte per gram, 

practical limitations exist due to the current constraints of DNA synthesis and sequencing technologies, as 

well as the associated costs and complexities.  However, ongoing research and advancements in DNA 

synthesis and sequencing technologies are likely to increase the amount of data that can be stored in DNA, 

aided by the integration of artificial intelligence (AI) in this domain. It is important to recognize that while 

DNA data storage holds the potential for very high storage densities, it may not be suitable for all data 

storage requirements.  

Specifically, DNA data storage is best suited for large-scale data archives that necessitate long-term 

storage, such as scientific data and historical records. However, it may not be well-suited for applications 

demanding high-speed data retrieval or frequent data access and updates. These considerations highlight 

the need for continued research and development to address the challenges and maximize the potential of 

DNA data storage in diverse data storage contexts. 
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